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What is Dependability & Security?

Dependability an integrating [ Aueilability

concept that encompasses —  Reliability

the following attributes: Dependability —  Safety Security
T . _ Confidentiality

= Availability - readiness for correct service —  Integrity

= Reliability - continuity of correct service — Maintainability

Safety - absence of catastrophic consequences on the user(s) and the environment

Integrity - absence of improper system alteration

Maintainability - ability for a process to undergo modifications and repairs

Security: composite of the attributes of confidentiality, integrity, and availability, requiring the
concurrent existence of 1) availability for authorized actions only, 2) confidentiality, and 3)
integrity with “improper” meaning “unauthorized”

Laprie et al 2004 :




Safety & Security

Safety: « The state of being Security: « The protection of
free of risk or danger and iInformation systems from theft
the means/actions to or damage, as well as from

obtain this state ». disruption or misdirection of the

services they provide ».

The « digital transformation » of embedded critical systems requires increased
attention on cyber security to avoid operational disruption (availability), access to user
confidential data, and ensure safety is not impaired (system integrity + availability).
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Example: Safety Assurance Levels in Aerospace
and Railway (e.g. DO-178C/ED-12C, EN 50129, ...)

Software/hardware whose anomalous behaviour would cause
or contribute to a failure of system function resulting in a
failure condition for the aircraft / railway system that is:

O
Level A - i
EI- Catigﬁgr?glzlr(;s/hour SIL 4 105 failures/hour
8 Level B - Hazardous/Severe-Major SIL 3
=3 SIL 2
< Level C - major
- SIL 1
LeVEI D - Mminor SIL O
Design Assurance Level E-  Safety Intoe?rrli;)r/\ I_Sﬁ\lfl - SIL
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Avionics

Electronics in Airplane




Avionics - Drivers

Efficient Operations
* Required Communication Performance (CPDLC)

“Green” Operations - Required Navigation Performance (RNAV, RNP)
- Low Fuel Consumption * Required Surveillance Performance (TCAS, ADS-B)
« Low Emissions « Situational Awareness (Terrain, Traffic, WxR)
- Efficient Operations + All Weather Operations
High Dispatch - Autonomous Operations
Reliability < ot "2 - - Remote Maintenance

* Information Management

Source: Rockwell Collins




Trends in Aerospace

Trend towards new and additional IT-services and
denser functional integration:

ANSP
Operations

Airport Operations

_ : = |
Service Provider
Networks

Maintenance i

Operations
- Airline F—=

= = ~»Operations - 8 . * ~Passenger
' = Services

October 2010 Page 4

EUROCAE: WG-72 — Aeronautical Systems Security

Demand for new and additional IT-services on aircraft itself and between aircraft and ground © EuroCAE

» Integrate formerly physically separated functions onto one platform

 New failure modes and failures

* New threats and vulnerabilities




Trend Towards Integrated Modular Avionics (IMA)

/@p.mon\ /(p,,..cat.c,@\

Due to weight constraints integration 5555 [=giir /
of multiple aircraft functions (of e o ‘**-**'
possibly different criticality) onto \“'
common platforms is an ongoing />/ e
archltectural trend in aerospace ““’ — i

Relationship of IMA applications
and HW/SW Modules

A380 IMA components Source: ARINC297
Source: Airbus © Airbus © ARINC




Mixed-Criticality System in Industry — What's it?

Multiple criticalities (residing) on same platform

Key requirement for platform: Platform needs to fulfill safety requirements at minimum of highest
safety requirement of application. Security criticality requirements may be derived from safety
requirements or from security data separation.

Criticalities are assigned by safety or security process and typically don’t change during operation

Safety: Chosen independence between applications to minimize interaction between otherwise
independent “safety chapters” (system level safety analysis extremely complicated w/o this
requirement).

Security: co-habitance of different security levels needed for cost reasons or because of inherent
security function (gateway, firewall)

Deployed for many years in aerospace (B777, B787, A380, A350, E170/175, E190/195, ...) under the
name Integrated Modular Avionic (IMA) systems
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Aircraft Cockpit

Legend:

PFD ... Primary Flight Display

ND ... Navigation Display

MFD ... Multi-Function Display

EICAS ... Engine Info & Crew Alert System




Boeing 777 — Avionics Level
Real-Life Mixed Criticality System

Left Left - Right Right
Primar Seconda-
QOutboard Inboard EICASy ry EICAS Inboard Outboard
Dhisplay Dhisplay Display Display
Display Buses
Left| AIMS Cabinet Left Center Right Right AIMS|Cabinet
MCDU MCDU MCDU
o|olo|o||o|olo|o EEE e FEEEEREEE mg;EE ololo|o||lo|o|o|o
LABINC 659 - SAFEbus ] o ARINC 659 - SAFEbus
A A AA A AL i IYYYY) “T WYY “T WY ) AAA A A AAALLAALA
1 Y h 4
2 ¥ Y _ Inter-CabipgiYBuses Y Y
a Y ARINC 529 A J
4 L ¥
Y h ¥/ ¥ v
Milagré L J System L i A L J i d A Y
Middle 2 h J ARIMNC 629 A C L Y
- Y Y [ 3 ¥ Y
Right i Y
Miéf,’.fé Y | Fly-By-Wire ARINC 629 & A AV
Right A A ¥
gnt $ $ - A
bl -
IE%:T’S ... Emgine information and Crew Alert System b i A 1 Yy A A A J

1 1
MCDU ... Management Control and Display Unit Engine- = 1 i
AIMS _._ Aircraft information Management System Many other Some flight

—

related S
ACE __. Actuator Control Electronics - eslems ACEs PFCs avionics and control
PFC ... Primary Flight Complrer Y utility systems systems




Boeing 777 — Avionics — Computer Level

Avionics based on ARINC629 system bus and ARINC659 (SafeBus).

LRM

8

Terminating
Resistors

3

LRM
Host x Host vy Host x Host y
F 3 A r A
Intermodule Buffers Buffers Intermaodule Intermodule Buffers Buffers Intermodule
Mermory Memory Memory Mermory
Static RAM | o " Static RAM Static RAM | =™ W ciatic RAM
Y A v 4 A Y
Table Table Table Table
hMermaory Mermaory Memory Mermory
BlUx BiUy BlUx BlUy
EEFROM EEPROM EEPROM EEFPROM
AT T4 44 Y L1 [ 4 414 44 A4 T4 ]4
i T J 4 1 1 ]
7 . 7
R ANAA LY LANRA A
BT T Cro'Em ST ] [ErHen ]
A A A 3 r'y A r'y
| | I |
Module Module Module Module
=] D Bus Ax I=] Is]
AA A A 4 us 4
A A Self-Checking Bus Pair A Y
M Bus Ay
Terminating
Resistors
¥ Bus Bx A 4
m" e Yy Self-Checking Bus Pair B [
Bus By




Boeing 787 Avionics Integration e
J Beyond 777 -3

777
Integrated

Surveillance | Wxe | [Ecews]| |Tcash| | Aol Surveillance
System (ISS)

Increased functional
Integration Nav Radios | VfR | | NIB [ | MTR [ | iz | LR — & || b | Y

Radios (INR)

Comm Radios | VHF | [FHFE| |sATcow] ISATCOMl | HF | | VHF |
4

I L
. Earth
Inertial Ref:rence
System (ERS)
Other LRUs @ [oiers | Common Core

Resource (CCR)

Air Data

AIMS Crew Alerting
Displays Comm Management

DEDAC Data Acquisition
EMIAM Displays
CMREYACMETQAR FM/TM /AT
EDCE Health Management
Gateways Gateways
Others Others

op it © 2005 I ed. S
- Copyright © 2005 Boeing. Al rights reserved NELSON.29

© Boeing Tim Nelson, 787 Systems and Performance, Boeing, 2005




Boeing 787

Core Computing System (core IMA platform):
= WindRiver VxWorks (ARINC 653)
= ARINC664 — Ethernet

= High-integrity compute Class I1I EFB Overview
. + One installed for each pilot — basic ' * Interfaces to:
Cockpit looks nearly the same to B777 ... but Ay 00 ~Othervories (e Fig
. anagemen
Only at fl rSt glance “as * Accessible via touchscreen, bezel — Communication systems

keys, cursor control device and —Flight Deck printer
keyboard

= Additional functions in cockpit (e.g.):
EFB ... Electronic Flight Bag

EFB ... Electronic Flight Bag

© Boeing




B787. E-Enabled Capabillities

“the e-enabled tools on the 787 will be a
dramatic change from any other
commercial airplane previously operated [].
These tools promise to change the flow of
information and create a new level of
situational awareness that airlines can use
to improve operations. At the same time,
the extensive e-enabling on the 787
increases the need for network
connectivity, hardware and software
improvements, and systems management
practice []. [...] Airlines have the option to
Include a wireless network for maintenance

Communications

= Terminal Wireless Local Area Network Unit (Basic)

= Crew Wireless Local Area Network Units (Optional)

»  Aircraft Communications Addressing and Reporting
System (ACARS) and Very High Frequency (VHF)
Data Link Mode 2 (Basic)

= Provisions for Broadband Satellite Communications

Advanced Technology Flight Deck
= Fewer Line Replaceable Units
= More Software

= Upgradeable

= Configurable

Class 3 Electronic Flight Bag Applications (Basic)
= Electronic Logbook

= Onbeard Performance Tool

= Electronic Document Browser

Video Surveillance (Optional)

in the Air

access, enabling airline back-office teams =~ [imowte o crmeammeraisas e Gond
to remotelv deplov SOftware’ partS’ data, o Wireléz-j,s Domm!inl(ls (e.g., Engine Health Monitoringl, Airplane
charts, and manuals to airplanes with condition Momionng, Contnueus Farameter Logand,

minimal hands-on mechanic involvement. ” = Wiskss Maintenance Access

Configuration Management, etc.)
K. Gosling, E-Enabled Capabilities of the
787 Dreamliner, Aero Quarterly, 01/2009.

Core Network (Basic)

intel' ~ 16




New Connectivity: New Threats

VWednesday, February 20, 2008
FOX NEWS

Last month, technology news sites and blogs breathlessly reported on a Federal Aviation Administration document
suggesting that Boeing's new 787 Dreamliner passenger jet may be vulnerable to computer hackers.

Read more: http://www.foxnews.com/story/0,2933,331088,00.html#ixzz2WagwFJQQ6

The FAA was specifically concerned that a passenger could use the on-board entertainment network, which
personal laptops can plug into, to access the plane's navigation system and disable or take over the plane

Read more: http://www.foxnews.com/story/0,2933,331088,00.html#ixzz2Wgw9n3LC

Just because the architecture is different,
it does not mean automatically that it is vulnerable ...



http://www.foxnews.com/story/0,2933,331088,00.html
http://www.foxnews.com/story/0,2933,321326,00.html
http://www.foxnews.com/story/0,2933,331088,00.html

Example: Communication Requirements in Aircraft

Safety & Regularity of Mon Safety and Regularity of
Flight A/G Subnetworks Flight A/G Subnetworks
(ATC and AQC) AAC and APC)
A
4 A ™
Closed
Private
(airling)

CNS SATCOM Broad| [ External
Band | | 80211

(l Crew | |
new Internal 1 [ Internal
. Terminals | an? 14 J:E DS:,?G: 8021
Aircraft| LT
Controllo g o0 hosansosascs] =00 hoossoss a
. =\ = = = =
=T ] cavin e

Ciparational connections p 'II:II'I::IP . = ot
L rvate conna ons .
CNS Communication, Navigation and Surveillance ' ' Source: ARINC811
IS Information Systems © ARINC

IFE In-light Entertainment




Communication Domains & Means Iin Civil Aircrafts

< Avionic;> A/C Ops+~—<tCab Ops @

Ethernet 802.3 Phy Ethernet compliant networks Ethernet / IP

+ ARINC 664 MAC Electrical Physical Layer Optical Physical Layer
(AFDX) 10/ 100 Mbit/s 1 Gbit/s
10/ 100 Mbit/s Ethernet PHY+Proprietary MAC IP / TCP Protocols

Availability + Real-time
ARINC 429, CAN,.... CAN,....

intel‘ . 19




i—&m’n—-n«.
Aircraft |  —

. [ CLOSED I PRIVATE B[ PUBLIC |
AI rC raft N etWO rk | Control the Aircraft l | Operate the Aircraft I | Inform/Entertain the Passengers I

. Aircraft Control Airline Information Inf:f:'\z.teir;?';e;nd Passenger-owned
Domain Services Domain : Devices
omains an e

Services Domain

- . Administrative In-Flight Computing
" Flight and Functions Entertainment Devices
. Embedded
Control Systems ‘ Flight ‘ | Passenger | Wireless Devices
. Support Internet (Cellular, PDASs)
Another View | (e | | ——
Cabin Core Support Web Access :
Systems Maintenance Passenger Device Gaming
Support Interface Devices

i Air-Ground’ i AirGround  § ||| i AIrGround |
! Network Interface ! ! Network Interface !

________________________

‘ Wireless ‘
F

SATCOM/
Cellular
F

Air-Ground
Broadband Network
(e.g.. INMARSAT)Y

Passenger-accessed
3 Party Providers

Airport Network

Airline-Approved
— (e.g.. Gatelink) ~,

3 Party Providers

Adirline

Air-Ground
Datalink Services
(e.g.. ACARS)

Source: ARINC811
© ARINC

.| Air Traffic Service
Providers




How to Achieve Availability and Integrity

In a Mixed-Ciriticality System?

Correctness of implementation important for safety and availability
Examples of High-Assurance Requirements

= Domains need to fulfill separation requirements despite possible integration
on same hardware to ensure proper item integrity and availability

= Controlled information flow: Communication between domains need to fulfill
rules to ensure proper protection of functions — stronger focus on
— Integrity and availability of functions

— Authorized flow definition

intel‘ . 21




Partitioning

Types of partitioning

Is a concept for spatial and temporal " Time partitioning: temporal aspect

separation/segregation of functionally = Space partitioning: memory aspect
independent components: = |/O partitioning: time and space
= Prevents interference between two components partitioning for I/O

* |Incremental development
Implementation means

= Partition/process: independent
segregated environment

= Separation kernel / Memory
Management Unit: control instance

Partition
Partition

» Temporal partitioning: time slicing;
( Hardware ) dynamic (fair) scheduling policies




MILS — Multiple Independent Levels of Security
The Security Side of Mixed Criticality

= Architecture for a (software) system processing data of different security
domains concurrently

— Combines trusted and non-trusted apps within the same system
= High-assurance security architecture based on the concepts of separation and
controlled information flow

— Separation: built on time partitioning and spatial partitioning (e.g. periodic processing,
memory protection, I/O separation)

— Controlled information flow: white-list based communication between separate
partitions

= Created Protection Profile / Security Target and reference implementation
— EuroMILS and certMILS projects

intel‘ . 23




MILS System Architecture for Controlled Information
Flow

intel' . 24




Virtualization is Key

Current
Data Center Hypervisors

Too large for embedded
loT development

No safety-critical workload
considerations

Requires too much
overhead for embedded
development

Current
Embedded Hypervisors

Highly dependent on closed
source proprietary solutions
Expensive

Makes product longevity
difficult

Hard partition, no ability to
share resources

No Open Source Hypervisor solution currently exists that is
optimized for embedded loT development

ACRN™




Project ACRN™ Pillars s

ACRN™ js a flexible, lightweight reference hypervisor, built with real-time
and safety-criticality in mind, optimized to streamline embedded development
through an open source platform

Built with Built for T
i Safety Criticalit ili
Small footprint Real Time in Mind Embedded IoT Adaptability Truly Open Source

*Optimized for *Low latency *Virtualization « Safety critical *Multi-OS support *Scalable support
resource «Enables faster beyond the workloads have for guest operating «Significant R&D
constrained boot time “basics” priority systems like Linux and development
devices «Improves overall «Virtualization of «Isolates safety and Android cost savings

*Few lines of code: responsiveness Embedded l0oT dev critical workloads *Applicable across «Code transparency
Approx. only 25K with hardware functions included «Project is built with many use cases «SW development
vs. <156K for communication *Rich set of I/0 safety critical with industry
datacenter-centric mediators to share workload leaders
hypervisors devices across considerations in

*Permissive BSD

multiple VMs mind licensing



Railway




Overview Railway — Signal Control

PSS erati "Frain Contro
peratlonfonm o m/"-h i Trends
.' . i T = Removal of some
A B 7/ L field elements
L‘[ )()k (signals, ...)
E {wz i ﬁw “ewo\‘ ......... : % A u Remote mOV|ng
==z Bl P authority
Z ” ol "Field Elements |
L -/ ; 7l 'OBU = Central operation
- centers
“ ' yd "1\_‘ = Autonomous
oute Control ¢ | operation
. gy & | q? %’3
"E/ e li\ Ve \ % %@ g RBC ... remote block center
" 7 i At { A & <P OBU ... on-board unit
73 i i <X 0 0

© Thales



THALES -

Thales - TAS Platform ;

Vital Hardware & Software Platform, common for all ﬁ

signalling applications in Ground Transportatlon
Systems (GTS)

« Enables hardware independent signalling
applications

L

29



TAS Control Platform: Supported Redundancy
Architectures

CAppIication(s) ] CAppIication(s) ] CAppIication(s) j

TAS Control TAS Control TAS Control 2003 2X2002
Platform Platform Platform
1 | [:Appli-::atiunﬁs}] [Applicﬂ.ﬁnn[sl]
TAS Control TAS Control 2002
Platfommn Platform
CAppIication(s)] CAppIication(s)] | |
TAS Control TAS Control 2002 _— —
[ Platform ] [ Platform ] [H.ppll[:a‘tlﬂnﬁs}] [Apphmﬁnn[s: j
TAS Control TAS Control 2002
Platfommn Platform
C Application A I Application B ]
[ TAS Control Platform j lool




PN

TAS_P|;:'I'-Fnrm _—Spfﬁ

J4S MNT&Download

OCS (Communication)

PLF Core (OS)

Support & Maintenance Framework

PLF Hardware (Boards)

Expandable Safe

“atinn and

Managed Execution Vot Critical Service

Life Cycle ‘1 . _.gnalling Support Functions
- d 1 I L .

ne "'ﬂ‘/  Enables ~ware indenendaent
s & p ] sie..ng applica* Tools for

Customer T Sardmesn) Development

), Support /s 82 :
= PP : /“‘w S Communi- str Support
G . Apuications cation ..u

Method & Tools

Manage Core
Software (OS,

|

e

POSI
Ipport THols
(D velop. TC s

M' Deliver:
li 2 compll

B

Safety Layers,
Packages)

Managed

Computing Boards




TAS Platform i1s Based on Linux

In addition to safety layer and functional services (communication)

Lifetime

o
-

Use existing C Safety-Crilial Application(s) )
COTS security
packages of

Linux possible

POSIX Operating System j

UUOLE|d [OU0T SV L

Operating System Kernel j ( Operating Systermn Drivers j

SRY SR YR

Flatform Core Hardware j [ Buses and Interfaces j

Layered safety approach allows integration of security

and implement safety functions

© Thales




Example: TAS Platform in Used in Applications

Interlocking Exemplary boards © Thales
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functional requirements

IEC 62443 — An Applicable Security Standard
Process is Key

’ ISA-99 / IEC 62443 covers requirements on processes / procedures as well as

IEC 62443 / ISA-99

General

Policies and procedures

System

Component

1-1 Terminology, concepts
and models

2-1 Establishing an IACS
security program

3-1 Security technologies
for IACS

4-1 Product development
requirements

1-2 Master glossary of
terms and abbreviations

2-2 Operating an IACS
security program

1-3 System security
compliance metrics

2-3 Patch management in
the IACS environment

Definitions
Metrics

2-4 Certification of IACS
supplier security policies
and practices

Requirements to the
security organization and
processes of the plant
owner and suppliers

3-2 Security assurance
levels for zones and
conduits

3-3 System security
requirements and security
assurance levels

Requirements to a
secure system

4-2 Technical security
requirements for IACS
products

Requirements to secure
system components

Functional requirements ‘ Processes / procedures

© IEC




Typical Security Management — Patch Management

Removal of zero-day vulnerabilities following standards: IEC 62443 2-3 for Patch Mgmt

Separate safety and security life-cycles

= Using suitable architectures and processes or physical separation of security and safety

functions
/ ‘\
L 4 L 4 L 4
Comment in NOTE3  Sometimes it can be necessary to

TAS PLF Safe and Secure Releases 2
bal ; . | : ;
draft norm threats. An example is the need for fast security updates of SW arising from security threats, whereas if such SW is safety related, it
(prEN 50129 needs to be thoroughly developed, tested, validated and approved before any update.

2016) Safety and Security Life Cycle is Different

TAS PLF Additional Security Releases
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Possible TAS Platform Safe Security Approach

Virtualization for security and safety life cycle decoupling

Cat. 3 Network
L

TAS Platform ™|

TAS Platform KVM
. ; Legend:
u Integratlon of Safety and SeCUI’Ity KVM ... Kernel-based Virtual Machine




THALES

Operation Management

A

—\
E“ - |

OMCE'L’ipz
S A

....

www.thalesgroup.com



Traffic Management: User Interface

© Thales



Operation Management Center

: omC
Key element In OMC Service Cluster —LDieZentrale.J—

architecture

= Breakdown of functionality in
smallest replaceable units
(SRU) enables continuous Proxy A

service despite failure of SRU. Coche 18 Shpusienton

| ARAMIS I

Technical Func

= Clean separation of safe and
non-safe components

Maintenance

—— ————e—
————————————
Services ——— Y A A

Interlocking Proxy (ILP) - Cluster 1 ILP-Cluster 2

—_— Safe LAN
Service LAN © Thales




Communication to Interlocking Proxy (ILP)

————————————

ILP-Cluster 2

= Closed channel

= Open channel (with use of data cryptors
(DCAP))

[
I
[
I
[
I
[
— X25 protocol itself does not include any security
[
I
[
I
[

measures suitable for open network
communication

| Maintenance
| Services

_ Safe LAN

—— Service LAN ‘ !




European Train Control System L2/L3 & Autonomy

_ _ _ operating central control
Railway operating trains

Central Control
GSM-R
(CTC, IXL, RBC)
Message
integrity and
e | authenticity
essential

‘-%mj

Eurobalise



AT INTEL

WE'RE POWERING THE FUTURE OF COMPUTING AND COMMUNICATIONS,
DELIVERING EXPERIENCES ONCE THOUGHT T0 BE IMPOSSIBLE.
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Vehicle to Infrastructure (V21) Complexity

Sensor network
(Infrastructure)

cable

mmmmmm

cable/
wireless

Complex cyber-
physical system

How to assess/guarantee
security and safety?

—_— e e e e e e e e e e e e e e e e e e e e e e e e e e e = = = — — oy

wireless |

Fog platform

| Map Vehicle
(with sensors)
rY
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Intel® Security Essentials

2

Re-Cap & Future (1)

—

Safety-critical architectures will need to consider security

Processes converge (integration security and safety)

Some common architectural approaches safety and
security and real-time (MILS+IMA)

= Small footprint (essential services)
= Partitioning incl. consideration of temporal aspects

Diagnosis info and operational management approach key to current and future
loT (incl. safety-critical systems) lead to connectivity needs and potential
vulnerabilities




Caa)
Re-Cap & Future (2) -
ACRN™

Updates are the norm: Updates for security purposes (removal of zero-day
vulnerabilities)

Application-level fault tolerance aspects often driving factor e.g. image
processing: degree of correctness

= With learned behavior improvements for safety reasons safety update process changes

» SOTIF (Safety Of Intended Functionality)
— NEW: updates to improve safety!!

» |eads possibly to “joint goal” of frequent updates due to safety and security
improvements

Also may need updates for safety (emerging knowledge affecting safety) —
defense-in-depths approaches for security and safety
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Some Other Thoughts on Emerging Issues

Hard challenges:

= Virtualization: Hard challenge is guarantee of safety on top of virtualization (w/o
hardware knowledge)

» |Long-term guarantees of dependability: 10 to 15 years or more
» Automated safety approaches (automated verification and validation approaches)

» Guaranteeing availability will be tough research questions e.g. with correctness of design
(integrity is much easier)

Defense in depths approaches for security and safety (updates)

Dependable power architectures becomes more important
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